Accepting Smartcard Terms and Conditions eM BED
HEALTH CONSORTIUM

Every smartcard user is responsible for their own smartcard and its use. Everyone must accept the Terms
and Conditions electronically via the Care ldentity Service.

PLEASE NOTE: the RA team can report on user compliance of T&C acceptance

[=) Identity Agent =

Log in with Smartcard
I. Log on to your smartcard

Enter your passcode...

2. Enter your password and Click OK

© Identity Agent A X
g ] ier Mrs | di By entering your passcode you confirm your acceptance of the NHS Care Identity
o E!rs Er.-lm Al .DggE In as Service terms and conditions.
Registration Authority Manager
EMBED HEALTH COMNSORTIUM
Mormal Mode. Cancel ok

NOTE: Every time you log on to your smartcard you are confirming your acceptance of the Smartcard
T&Cs, however this is NOT signing the T&Cs.

By entering your passcode you confirm your acceptance of the NHS Care Identity
Service terms and conditions.

ATTENTION

You are attempting to access the NHS Care Records Service and associated systems. Your use of the
NHS Care Records Service systems is governed by the terms and conditions you accepted when your
Smartcard was issued or have since accepted. By entering your Passcode you confirm your acceptance
of the terms and conditions and that you are bound by both them and the Computer Misuse Act 1990.
All usage of the NHS Care Records Service is recorded and analysed and action may be taken against
any individual attempting inappropriate activity.

3. Log on to the National Health Service Spine Portal - https://portal.national.ncrs.nhs.uk/portal/dt
4. Select Launch Care Identity Service (Replaces UIM, Calendra and CMS)
National Health Service Spine Portal NHS

NHS Applications
Welcome to the Spine Portal. The portal now lists all applications. You will only be able to access those relevant to the role you have logged on with.

Note that all applications are launched in a child window.

Launch EPS Prescription Tracker
Launch Summary Care Record (SCR)
Launch End Point Registration Service
Launch Digital DS1500 Service
Launch Spine Reporting Service
Launch MESH User Interface
|Launch Care Identity Service (Replaces UIM, Calendra and CMS) |
Launch Alert Viiewer
Launch MESH Online Enquiry Service (MOLES)
Launch SUS : Business Intelligence Service
Launch Demographic Spine Application

v vy v vy v v vy owvowowrow

NOTE: Do not Use Chrome to access this Spine Portal, use Internet Explorer
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5. Select Terms and Conditions from the Quick Links on the Dashboard

Care ldentity Service Hi | |
Given & Family Name, NINO or UUID H Users ‘ Advanced search
Directory Search
(i ] Searching for people or organisations Unable to log in?
You can search for users registered on the Spine using their Given and Family Mames, or their Unique Please contact your local IT helpdesk for
User Identity Mumber (UUID} if you have that available. Advanced search can be used to: any hardware, connectivity or application
= Search for the exact name only IS5UES.
. Can't see the information you need?

+ Restrictthe search to a specific arganisation
Please contact your local RA for access,

profile or role issues (contact details
You can also search for organisations using the organisation name or code. Advanced search will allow here).
you to include closed organisations in search results.

* Include closed users in the search results

© Your user profile

Quick links

You can view your own profile by selecting your name in the top right corner. From your profile, you can

update your preferred contact details.
[&=] My profile >
I? Terms & Conditions >

6. Read the Terms and Conditions Notice (See Appendix A)

7. Click the Accept Terms and Conditions Button
Accept Terms & Conditions

8. Once accepted you will see the following Notification

Terms and Conditions

Thank you for accepting the Care |dentity Serices Terms and Conditions.
You will not be shown the Terms and Conditions again unless they change.

You can view the Terms and Conditions at any time by clicking the terms & conditions link on dashboard page.
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Appendix A

Terms and conditions

Privacy Notice to Smartcard u=rson the use of your personal data

NHS Digital will collect personal data on you, some of which you provide in yowr application, and s ome of which 5 collected by codk ies when you access NHS
Care Records Senvice applications”.

MHS Digital is the data controller for this dsta, under powers arising from Directions?®.
This data will be processed:

= by local and other Regis tration Authorities for the purposes of validsting your identity, maenaging yowr Smartcard and ens wring that you are given appropriate
access to MHS Care Records Senice applications, or applications that utilise the NHS Care Records Sendice authentication.

= by MHS Digital to record youwr use of the NHS Care Records Senice applications.

= in acocordance with General Data Protection Regulation (GOPR) data protection law.

= for disclosure and suditing of acces s to systems as part of our commitment to patients within the Care Record Guarantes, such as to the Summary Care
Record {SCR) https//digitsl nhs Wk /s endces /s ummany-care-records-sof and in accordance with any complaint, imes tigation or as required by appropriate
legislation.

Your data will:

= be held throughout your time a5 an active us er and will be retsined for up to 40 years sfter your Smartcard user profile has been closed, st which point it will be
subject torevew.

= not be transfered out of the Ewropesan Economic Area.

= not be wsed for any sutomated decision making.

The above details the personal data processed inrelstion to the NHS Digital Smartcard registration itself. For details of how other NHS Digital programmes uise
data (that you may access using your smartcard) please see hitps (Vdigitsl nhs

Your rights

ou have the right to scoess your data. As an active Smartcard holder, you can view your data in My Profile within CIS. § you can no longer access CIS for any
ress on, plesse contact your local Regis tration Authority . Once you are no longer working in healthcare, you can mak e a subject access request to NHS Digital
(ses contact details below).

You have the right to rectify insccuwracies in your data. “ou s hould update your own contact detsils within My Profile in CIS. In cas e of difficulties, if yvour personal
details hawve changed or you need to mak e other amendments plesse contact your local Registration Authaority.

ou have the right to complsin {see the contact details below).

“ou do not hawve the right to erase vouwr data, cbiject to it being recorded, trans port it ek ewhere withdraw cons ent toits capture or use, or restrict its processing.
This is becsuse the capture and processing of this data 5 neces sary for & statutory requirement and the provision of the senice. NHS Digital is als o legally bound
to record this data. Once you lesve heslth and s ocial care, your local Registration Authority will close youwr user profile. This may be recpened if you return to
work ing within heslth and social care

Contacts
Faor all cperational enguiries, including Smartcard and acoess assignment, always contact your local Registration Authority.
See how MHS Digital logk s sfter youwr informeation at bitps 'digital nhs gk

To ask any guestion or make a complaint about how your data s used, you can contact MHS Digital on 0300 303 5578 (Sam to Spm Monday to Fridey ecluding
bank holidays) or email enguiries [@nhs digital. nhs . uk

“ou can aks owrite to:

Data Protection Officer
NHS Digital

1 Trenehyan Square
Boar Lane

Lesds

L51 8AE

I you hawe concemns or complaints about NHS Digital's information right’s practices, you can repaort them to the Information Commissioner's Office on 0203 123
11232 {Zam to Spm Monday to Friday excluding bank holidays ) or uise live chat at:

https -fico org Uk eoncerns |

“fou can ak owrite to:

Information Commissionar’s Office

Wyclifie House

Water Lane

Wilms low

Cheshire
S5k BAF
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By clicking on the 'Accept Termsand Conditicns button at the bottom of this declaration, you the applicant confimm that you:

1. understand and accept that your personal data will be used as described in the "Motice to Smartcard users on the use of your personal data™
abowe. Furthermore, you agree to provide any additional information and documentation required by the Regigration Authornty to werify your
identity;

2. confimm that the information which you provide in the process of your application is accurate. You agree to notify your local Regigtration Authority
immediately of any changes to thisinformation;

3. understand and accept that the Smartcard issued to you isthe property of the NHS and you agree to use it only in the normal cour= of your
employment or contract amangement;

4. agree that you will check the operation of your Smartcard promptly after you receive it. Thiswill ensure that you hawe been granted the correct
access profiles You also agree to notify your local Regigration Authority promptly if you become aware of any problem with your Smartcard or
your access profileg

5. agree that you will keep your Smarcard private and secure and that you will not permit anybody el= to use it or to establish any =sson with
the MH5 Care Records Serdce applications You will not share your Passcode with any other u=er. You will not write y our Passcode down, nor
use any kind of electronic forage (media or othenwise) to store it, for example by using a progmmmable function key on a keyboard. You will
take all easonable feps to enwure that you always leawe your workstation secure when you are not using it by remowing your Smartcard. If you
lose your Smartcard or if you suspect that it hasbeen stolen or used by a third party, you will report thisto your local Registration Authority as
so0n aspossble; N

6. agree that you will only u=e your Smartcard, the NH5 Care Records Service applications and all patient data in accordance with The NHS
Confidentiality Code of Practice [www.dh.gowuk) and (where applicable} in accordance with your contract of employment or contract of
provision for serdce (whichever isappropriate} and with any instructions relating to the NHS Care Records Service applications which are
notified to you;

7. agree not to maliciously alter, neutralise, circumwent, tamper with or manipulate your Smartcard, NHS Care Records Service applications
componentsor any access profiles given to you;

8. agree not to deliberately corrupt, imalidate, deface, damage or otherwise misuse any NH5 Care Records Service applications or information
stored by them. Thisincludes, but is net limited to, the intreduction of computer wruses or other malicicus softweare that may cau=e disruption to
the services or breaches in confidentiality;

9. understand and accept that your Smartcard may be revoked, or your access profiles changed at any time without notice if you breach this
Agreement; if you breach any guidance or instructions notified to you for the use of the NHS Care Recomds Service applications or if such
revpcation or change isnecessary as a =curty precaution. You alsy undergand and accept that if you breach this Agreement this may be
brought to the attention of your employer (or governing body in relaticn to independent contractors who may then take appropriate action
{including disciplinary proceedings and/or criminal prosecution);

10.wnderstand and accept that the Regigration Authority’s sole responsibility isfor the administmtion of access prefilesand the issue of Smartcards
for the MHS Care Records Service applications. The Regigration Authority isnot responsible for the awvailability of the MH 5 Care Records Service
applications or applications which use NHS Care Records Sendce authentication or the accuracy of any patient data;

11.understand and accept that you, or your employer, shall notify your local Regigration Authority at any time should either wish to terminate this
Agreement and to have your Smartcard revoked e.g9. on cesstion of your employment or contractual arrangement with health care crganistions
or other relevant change in your job role;

12.understand and accept that NH 5 Digital may change the terms of this Agreement from time to time; and

13.understand and accept that these termns and conditions fom a kinding Agreement between yourself and tho= organistions who hawve sponssred
your rele(s). ¥ou alsz undergand and accept that this Agreement isgovemed by English laww and that the English courts shall settle any dispute
under this Agreement.

References

1.HH5 Care Records Servce applications includes the following : EP'5, GP to GP, GPES, GP5o0C, NH5 e-RS5, S5CR, 5U5+, Spine CI5.
2 Directionsmean "the Health and Social Care Information Centre [Spine Servces) (No.2} Directions 2014", and the "Nowation of Information and
Technology Contracts" from DH to NHS Digital: "Blectronic Prescription Serndce, Health and Social Care Network, N3, NHS Choices MH 5 e-Referral

S5emdce, Secondary Uses Service (5U5), Spine [Named Programmes Directions 2016™.
Accept Terms & Conditions
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